72 BHs, e, F5Y Vol. 31, No. 4, Dec. 2023

. . . https://doi.org/10.12985/ksaa. 2023.31.4.072
Or lglnal Article ISSN 1225-9705(print) ISSN 2466-1791(online)

o AR FHRZA(EFB) ARl TE AfelHES HE %
AW QA AL

- okl
S o

s , Bed

ok

(‘-{O]t

15, A

A Study on the Necessity of Cybersecurity Legislation and Policies
in Response to the Use of EFB by Flight Crew

Minho Kang', Sanghoon Jeon”, Howon Hwang

ABSTRACT

The use of EFB (Electronic Flight Bag) has expanded, providing convenience to flight
crews by minimizing paper usage within aircraft and offering the latest information, oper-
ability, and convenience related to aircraft operations. EFBs provide flight-sensitive in-
formation such as aircraft performance calculations, airport diagrams, routes, and ap-
proach procedures. For these information, EFBs connect to the cyber environment th-
rough Wi-Fi or self-contained data communication, allowing access to cloud-based sys-
tems for information updates, with administrators uploading the latest information for
retrieval. However, in contrast to the evolving aviation technology, there is currently no
legislation or security policy in place to maintain the security of EFBs, leaving them ex-
posed to potential cyber threats. Therefore, improvements such as revising relevant laws
to address potential cyber threats targeting EFBs and establishing and implementing EFB
management systems are necessary. This paper aims to present the necessity for amend-
ing laws related to EFB security in response to cyber threats and suggests methods for
enhancement.

Key Words : Flight Crew(2355-¢), EFB(AAPY HH]g=]), Aviation Security(FZ5D), Cy-
ber Security(Alo]H &), Policy(%32¥)

.M 2 Ag5de] FPo AH +8E FYAL 08 E
9= o w2 YRS e 5 9w, HEo] dve)
A ASle FREAIS) WA cBol AAY AT A SYE webith 1= Q8 oEge

H| = wi2A] Wdsta 9lon, W2 o] RS K, /\]7}01 AGdE AL g0l AAo|ch

Received: 13. Nov. 2023, Revised: 29. Nov. 2023, A= FRFAle B o® Adt T8
Accepted: 11. Dec. 2023 34 sE2 BAHEE nEstl 9lom, GNSS
* ghgrg st °J*°Z‘%‘°L AT AR (Global Navigation Satellite System)E ©|-83%t 9

B N o I RTAG AR RS et v

o e 3% ‘j%‘ﬁj—l?_ A
AZFAA} B-mail : kangminhol2@naver.com
AR 24 ¢ A7 1A HoFL PR 76 FEIL Xl

2] AR, 37 A% AR, L5 Aulo] AFLEH=
AR §FL] A B AR ~0] F37] elA &
=9 A&sty Qo ESH




o
1
oo
op
Mo
oo
L
ol

2P AARYY G (BFB) AMgel me AlolHEet WHE % FH Jay d+ 73

vi

==
i

oA WHHE Au|AE AFdH] HF FE B2
FA AE(WIFD) ARIA7HA] Algst7]o] o]=2
, 2FANNE 2F5FHoA BES PC
AFot] mirdd & ARE A5t 33719
5 HE, FF7| 2| #3 F=
2 o] a8 WS = £
ot BIEH PCo FHE 7 FEE AlTohs
X5 BFB(Electronic Flight Bag) <, AAM|PFH
A2l gt
AR HAR] O] AE QATo]Ex A QlEUl
- BA BAE Bl 2R A, B9 AR
$-2 PMS(Patch Management System)°]l <53}t
AEZ Uil FE=E o]FoiR 1 Qiok I= <l
off AAH Aoy AFE A ol&8liA AdTlelE
SHA] g HQt o EE|Alo] o] AR of QX Fom,
A QIFloly EFFA 755 Ao gl AR
Sto] Het Al 227} AR o]FoiR| 1L QA glot
AtolHEQE TEjA|AICt 2| o] dasict.

Tl AP RG]} A WE2 S W
59 "9 FEUIE % e V1Sl AR
HIPY Y| (EFB) oot AME 50 Al ERlsof &
W& 59 7IEARl H-gRto] 7]&Eo] it AlFA
U-8-& ICAQ9] wEral Hof 3o, ICAO F4A4
I Apols{HEeto] TRt AFAQI A2 wH[gt Aol
o Iy s =l ARREQl HoF B jECY
A AAY -2 FFAAol 285719 THA
7b Qe Aol FFHIHS T HekE: FE
HAISHIL Qlo] AtolH] AFE tiHIst]ofl= mH[gE A
oot 1EE HARH|PHEGA] Alo|HEFS $
A9 HEY AP B 2 A9 el F
K3 Aok

2 =7 2300A= AleHERE 183} Q] Alo]
HEQES] Ao 9 4, =] EFB AL AF
B, 3o Alo|HEQRS 3t X U HE 5
ISO/IEC-27000 Al2|=E ¥Fgos 3F EFB HHAA
T=9] 7 BR/S AR 18al 4304 = A
ARREE: AAlstal 220 R wiEE|git)

4

S
e
<t

o o Lo O mju 3% 3 of
B
J‘m
flilo
)
ot
Mo ox M

rlo
o

4

£ T o

. 2 2

[ w—

2.1 MOIHERH ¥

HOLS ojof o3t BUPZRE Fe] Yt
Aake Boste] A9 QR NS fASE B

Table 1. Statistics on incidents of breaches by
type in the year 2022
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Table 2. ICAO documents on cybersecurity
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Annex 17 - A U] gt B 7
Security PR HE] HFo| tgt B

Doc 10049 - ICAO | RIZI59] Alo|HESE EAIE d
Cybersecurity | 23p7] gt ICAOQ] A4 H

Strategy urAlo] st e
Doc 10048 - ICAO .
Cybersecurity AlolHEeE XS A3fel= |

(©Xo) = 2]z 9 3w AL
Guidance Material =wol = A 8 28 Al

Doc 8973 — ICAO | Restricted #7202 QFd, Kot
Aviation Security | 59 A AHEE ot &9
Manual oZ gFa ok
GASeP - ICAO | At 9o #|et W8-S =9t
Global Aviation |3%F ZE x| st ¥ o
Security Plan | A& 98t A ¥4 AF
ICAO Cyber TE 2oF AlolHERN XS
security Toolkit | ¥stal Fdst7] ¢t E3 AT
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A 2~H3} HlolElE Ald¥stal, 9 Hrlo] wet B9
HofPA=RE Boske RXE FH5HA fd 4
oY= E HASof FHhy AleE]o] Utk AIARY
og2+ A= AdE F2 AlAH 9 dojge] 7]
U, 724 2 7S AEsHA HaEEE sl
E5] g0l =gt A Ut wet A4, IFY =
¢k HEQZ e, 9282 8A € X8 =4 xg
£ Hsk JOH(ICAO, 2022), ICAO= A A
AR zolel A< fIsh AtolHEE Fd A=
st ok QItHICAO, 2022).

O|=-2 SRR FL5to] 20159 AlHERRS 7iA
sh7] 9o el Wizt 713 7ke] Afoly 91E HEE
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Cyber security information sharing act)S A|As}t
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of Afolufsgte] gt AuEAAAT] HAbA
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ISMS(Information Security Management System)
£ AAlsta ek 229] Fa3t tlolEE A=
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ol FHHEl ] X7, 29| ISMS 7=, 74 &
Mg BHoz JHISO/IEC, 2018). F8 Wi
oskE AP =ERY gt JHel Hojy HSE
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A sich ARWPAHEAR] Hot o -8t
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Table 3. List of ISO/IEC 27000 series for secu-
rity management of electronic flight bag

(EFB)
T A=
18207/0%8 "| Overview and vocabulary
1SO/IEC- Information security, cybersecurity and
27001 privacy protection — Information security
management systems — Requirements
1SO/IEC- Information security, cybersecurity and pri-
27002 vacy protection — Information security con-

trols

ISO/IEC- | Information security management system
27003 | implementation guidance

Information security management — Mo-
nitoring, measurement, analysis and eva-
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ISO/IEC-
27004

ISO/IEC-| Guidance on managing information se-
27005 | curity risks

Requirements for bodies providing audit
and certification of information security
management systems

ISO/IEC-
27006

ISO/IEC-| Guidelines for information security mana-
27007 | gement systems auditing

Code of practice for information security
controls based on ISO/IEC 27002 for cl-
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27017
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HaA 9 Q] 25 Aokl o|ggsof st %7}
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=7F B 24 2hoA FEE $ ol st
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AYsH, ule FH, A4 5ol T3t e oE
o] A=7171Q1 AP HEAA] ] v]F 5= = 4P
ol digh 71221 W&ol AlE=o] 9l

AR P B0 v]E = = oI HiE
&, P4, HE= Qg YT MR HAR 9}
214 8 4(Human Factor)?t 22 241 W87+
Alstgict. 181 EeF oo s ARM|PH R
A AAE A, AP EAAR] e HY 2 HY
A fEACIAY olF HXE B3 WY AT
oa] HHog Fo] ZAFH. 2FAH Y Jo] EAE
B 59 AAlstal ITHICAO, 2018).
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A2 Ao 2 = e AHE DIt o
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of dA% & U= AA(FAA, 2007).

- Class 3(F387] A29): F37] 4% 8= o
2 ZA(AC 20-173)(FAA, 2011).

FAACIAE AR PA R AR HA] &= £TEY
ol Type A/B/CZ EFIHFAA, 2017).

- Type At &o] £A4 dA&oZ v|g Fof I8
gt £A4Eo0] old FOM, SOP, FCOM & X
S5t ofEACIA(FAA, 2017).

- Type B vl 83 HHES AlToiT=
ofZe|Alo]A(FAA, 2017).

- Type C& RTCA/DO-178B &34 tE 3&
753t o @ FAAZE 4918t AZE0]
(FAA, 2017).
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dow, FIAR FSFUY HApH[PPRAGA] o
ek Afo|HEQE QIA] B2 AlolH] PR AE J7F
AZ1A Qlok. T2 ER JiQI Sl AR PR
2 #e Y - e, Alold o) divlst
7] 913t HoEAAIE AlelH 91 Y Al tf8HRto]
gt FAAE FESfoF gt 5] 1k ok
J gE7E @=L Aol ol AR e 2
Sixts Al AEE TSk, Ateld XS], fish
FLoll AAZE th-go] 7hst BHAAE 55t &
T FE9 A gHdfof gty

BT ofet A AlAIZ R gg AtoHESE
2] A} 232 FE5HAT, FAAOA = 4%k A
FOoE FSHFHU gt AAHPHEAA] B2 A
Hog 2FA W g AA” AR PP EAGR] 7} A
38 AE7E AAoHA] gkZ wf HHO] Aot &
FoFY AT 7t AARREEAAR] FERETHY
dulolE M5 9 9 59 FEE Flsk= dAE
S EE Sl ek E3H 2FSTFAA 2etojy]
S ol AP EAGA] stego] A 9 Aof
oF AXE o] AL 9 QFo] tfgh Ay, Het A
Axp, A A" v A 8, 559 A T2(CRM)
Y WSS APt} E3L FFAF A HoE 29
A7F A PP EAR] 2ok o] B =EE /A
St7] 9Ie ZEAA HAE wiAskY, HMAH|PHHE
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AW PHEAGA] BEE A3t HAghe] S 9 -
A7 Qi

ICAOAME AlAF! 9 glojele] 7|/, F24d 9
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