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Hazard Analysis of Remote Tower Systems using System-Theoretic
Process Analysis (STPA)

- A Focus on Runway Operations -

Tae-yun Kim', Hui-yang Kim"~
ABSTRACT

A Remote Tower System enables aerodrome control services to be provided remotely using
imaging, surveillance, and communication technologies. However, interactions between
controllers and digital systems may create hazards that conventional failure-oriented safety
assessments may not adequately identify. This study applied System-Theoretic Process Analysis
(STPA) to identify Unsafe Control Actions (UCAs) and Loss Scenarios in remote tower operations.
A Control Structure was developed, and three Control Actions related to runway operations were
identified, from which 20 UCAs were derived. Six UCAs were selected for detailed Loss Scenario
analysis, resulting in 24 Loss Scenarios and 14 Safety Requirements. Major causal factors included
inadequate feedback, inadequate control algorithms, and inadequate process models, with video
latency, information inconsistencies, and insufficient procedural controls identified as specific
contributing factors. The findings provide a foundation for the design, operational procedures,
and safety assessment of remote tower systems in Korea.
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AAE o] 7 AR BA(STPAYS

383 AATA A0 99 89 24 273

AEdo] 9 7|g XY AHE FEste] dAA oA ®
71& IAEY 553 59 A AHIAE
Agstes idE HAE  BARAAFICITHFAA,
2020). =ANEE7]HInternational Civil Avia-
tion Organization, ICAO)= Al4x} A|AFHAE
(Global Air Navigation Plan, Doc. 9750)°14 ¥
ALA ARIAE AFEY sME A Esialon,
PANS-ATM(procedures for air navigation servi-
ces-air traffic management)?] 718& &) A1ZH4
FAl A 2" HITA] A Al A8 5= 9L
= ZAE ulASIHEHICAO, 2013; ICAO, 2018a).
ol9} s I H(Furopean Union Avi-
ation Safety Agency, EASA)S ¥AIA] AH|A9]
TS At AR visiGl L, vl ANdEA
(Federal Aviation Administration, FAA)S 287§
J4(ConOps)E 7I5to 2 & HHA B7HE 4=3st
FTHEASA, 2023; FAA, 2020; FAA, 2021). 24
ot B3 9lo FRa3%t Ve A= g4 Hit A
Y A+E JYPsielen B 7eZ st itk
(Park et al., 2023).

T2 fATA AHIA9] AA| EdS fIsiAl= A
Aol By 28 EI AA”S] S vHEE ¢
A B7RE E9ll, 8ERe HgEo] SHE=A] &
QIsfiof gt

ICAO= AHIA AZATE AlFohe 5 ABlA E

(o]

= AYAREC] gk flsi8Rl(hazard)S Aokl b
AT 4571 2 BAlsk= AAE - AlsHe
£ 93313 JTHICAO, 2016). AT 7ol
£ oheget 24 dhdo] 284 £ 9lom, ICAO= &
A T -8 3, 718st Alm 2 AREES J1Es)
o gst HHS AEsieE AQtetal ITHICAO,
2025).

ArEA(fault tree analysis, FTA), 1]
I A(failure mode and effects analysis,
FMEA)Z 247t B2 A9 I AH=eF #4849
IO R QIFE IS EAok= Hl S8, HLEo]
(bow-tie) 412 fIsi8217}t 11 A} Alo]9] ofjit-<+
3t gdole s EAolk= dl §-85HHKushal
et al., 2017; ICAO, 2025).

HABA| AARRE TAALE A 4”0 44 H|g7t
9] &8 FH A= FFuBIA AHIAE AT
Sk A7 A AR R, Aol 7|59 1A of

U} BAR-AIAE -G8 Ato]] Alojtzel A
2kg oA b E4o] @FHHDisdier et
al., 2023). ICAO+= °l23t 545 11&sto], ke
Aoy Y] SPUE AAF ol 7IEE ZEAA E
A(system-theoretic process analysis, STPA)Z A|
AlSIAL QITHICAO, 2024).

STPAE Agstarat ok &4 AIAF $29] 9
S1agl, b AR E FYsta, A|A"Z AloltR
& Hdgsio] #4484 119 7154 TAIR} JeAE
= AT &, EQFAS Alo] 35 &4 AUR|eE
AL 9Pl QFARNE EEole Wo|tHLeve-
son and Thomas, 2018).

2 A= 9ETA Arj2olA A AR AL
9] et ozt TAN-AIAH-2E T 7H] A4S
Zhgo] 83 84T Hof| =51 §9] 3
9] o]&5a} olFo] AFEE EFEE W E,
oA BT 5= = A8l Adstar, AQ
A3 A ARE TEcks WHORE STPAE 4
#t

2 A 9248 49 g5 8 AE
A oA 4514, 7e 1 F4HY A4S ol
A AH] 0] e acle EESho], 9ATA AlAH
9] Ao} kA Hrlel &8 4= = ZAE A
o] LN ] e
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2.1 BTN AAH”

HATA Au|Ae BAAPZE B8 W WAl of
d dAe] dAE dAAE A Hold FAEE &
S HAEH A7 HHel vg HHE Sl WA
AEE $Yol= 87 golt Gawade and Zhang,
2016; Park et al., 2023). o] TAAAH9] HXet
90| o AtE FFel FFuFHA AHIAE
ATFeEN Q5= HAFEE fAISH: A
A G BA 18 &89 58448 =ol= it
07 ZA%AHKearney and Li, 2018; Park et
al., 2023).
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o IAIA AAlstke et A= 9dE
(Gawade and Zhang, 2016; Barrowclough et al.,
2020). =870l wet vget A AlAolA =39
BRE B E8S 5= glon, FAA(2020, 2021)0014
Aolots AATA AAFE FEAA 75E AIARS
A2 3

HATA AujAes GAPEE 7Hte =R 7|& A
99 A A7 T I BEE Agste] TA| A
HIA Alg FEiet TAAY A7 3 3HalS HEHA
o}, 9ATA 73 A AR TAAS] ARl ATt
oA FFE vA 5 k= S sk, Al
SE-IAA-SY 7HY] AT AgollA 71 A AfH]
20 358 QHigEo] RAIEEA B7ME o7t 9l
THFAA, 2021; EASA, 2023).

2.2 ALY 24 7| STPA

At EEe A7) s A9l BS AYst
= o|E4 Eoly, AT B4 72 sl
T AL Q1A= AR A -EAsp] 1§t
FAA  wolcLeveson, 2004; Leveson and
Thomas, 2018).

2.2 MIZEN MEX QFMY B

A EE2 ARar 2REO] ARl QITHAIE HYst
+ WAl weh &AHH(sequential) 2d, %3
(epidemiological) &g, AJAEZ ZE(systemic)Z
TFEEHKim, 2020). A B2 ARLE AR
APAR1 QA wet Azidos AME A=
Argsiy, 5ty Hdl2 QI7te] Bt et 24
o] HAA Qarlo] Agsto] At sk Zos
2o 9, A AR mdo ALnE 7 ARdolu +
deio] now PYSHA| g, AIAR 4ot
=8 A% 719 Ejtdola vlAHFAR] AT A-EoA
UehtEs Z2it2 d9tWienen et al., 2018;
Kim, 2020).

AR EE QEALIE R0 gt o]24 7|gto R,
Aol aEEE ddat el JFE v
(Leveson, 2004). A EAol= ofofst 7[¥ol
28, tEHoRE ATFEA(FTA), ARdSEA
(event tree analysis, ETA), IAFE IFEA
(FMEA) 5°l Sith

=B

O

-

FTA= 24 ddes HAAg 9 ARd(top
event)Z YA 4 Q= AT LAY =FH =

¥ SlFAle R EASHH, FMEA= 718 /44840
A A 7hss 1AAREE Adsta ZF il A
715 AlAH vAs dFE dFeE BAske
7|¥e]cHCristea and Constantinescu, 2017). ¥
ETA:= %7] AFA(initiating event) ©|%, QFd # 9]
A5 Aol wet JE 5 e HEE oUTe
2 BA435K= 7Ho|tHICAO, 2025). o33t 714
T84S AT A WA AR 9 Ais
Sk o a3k o = EEEQTHICAO, 2025). 14
ol 7I'HZ AZEo7} ok ETH AlAH A
sl 84 119 Aezkg, ATE o9t QIt
9] 39 & Ak5]-2AA glo] gt YFS A5
o= 3HAI7F AtKLeveson, 2004; Wienen et al.,
2018).

e
ok flo

2.2.2 AAEHI 0|2 J|Ht TREMA 2A(STPA)

ot AL H&st7] $I3 Leveson(2004) Al
AF] o]& 7]Hk Al Ed W T2 A A(system-theo-
retic accident model and processes, STAMP)S
ARkt STAMP= AL A9l AFtAE AT
Sk BEPoR, riE JNE 849 1 Rt
ofd, AIAH] P9 Ao ZAE QlIAgltt. ol wet
At AIAEY QA Alekx7io] 5] AlPE|A] &
2 AR NEY, QAZHATE]- 2] T 149
& 7P A5AEE Akl Q1o E3FettHLeveson,
2004, 2012). STAMPE= AlAEE Ao FA(con-
troller), Ao} XK controlled process), Aol =
(control action, CA) & mrulog A= AZZ]
Alojtz= HACE of2gt AlojFRolA FAHG
Aol P&, FGsEAY AAd Ty 2 A A
oF maAA Bd 7H] EUX|7E oFd A=Y ¢
Hog ofojd £ kil HiE=  Zo|tKLeveson,
2012).

STPAE STAMPE 7[¥Fo 2 7idhe APHE ffefa
o] B4 7]HHol|tKYang et al., 2020). STPA°IA
S18Ql oo sHxAT Afste] &A= ojojd
F e A 29 AH Ee R7C0E A"
(Sulaman et al., 2019). o= ¥5H4 o5 AlAH
oA AR AR, FH/A 1, Q1F oF

W BAEG 4SS S P
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Ao ZA|(Controller)

Alo Fa2fs Process
(Control Model
Algorithm)

Aol 35 l I Heu

(Control Action) (feedback)
Aol
(Controlled Process)

Fig. 1. Generic control loop

STPA B4 £4] B2 9] A9f, Alojz9] =g,
EQFASH Alo] ¥5(unsafe control action, UCA) &
&4 AU e A v dAE S3PErKLeveson
and Thomas, 2018: Na and Son, 2023).

A AR dAAN = st} sk &43 ol
2T £ A= 2" 29 flsiecls FYsta,
7+ 8RS BAIsH] St AlAH] o) Fd A
FxAS AAITE F M= B4 i AlA"9]
40} ATAES AlojFRE HdgethFig. 1 &
Z). Al A dAoA = Aol Bso] fsiacler A
Al 2738 E45t0] UCAE 4Eskal, vix|qt ot
A= UCA A 1T} Alo] o] AP=A LAY
ZAsHA AfElo] fJgiagleE oojX= Ul
AL BAoto] &4 AURIE TEITh E2H &
A AUE= A& HAI9E 8o aEE QP
[FARES E=E5he o Z8%tHleveson and
Thomas, 2018).

STPAE 70 #4849 I ot 484
9] A52Rgat A7 ATLEY0]S] Ao 1y FAo
851, Yoiacle] AT E = AT 4
£ AFHCE AAsH] olg 1, &4 Helet Alojitz
O A ol whet A4 A ERiE & Qlo] &
Aol AEA  wdo] gFHEr:= AV Stk
(Sulaman et al., 2019).

2.3 M3 o7
2 ol geiE A9 AT T A Jje] BEo
2 7Y 4 9t

AR, QATA A2He] =Y 9 & EfgAdo] &
gt AFolc}. Kearney & Li(2018)= ofdZH=ofA
T gk ASAES BEYE oF dFHA9] &
|3 Qg B 9 A 5 S BNk

Park et al.(2023)2 |AWA A2H9] 9] S
+3MES AEslL =9 L48A Ala"e 75
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9 AZF §A]-EFHIE vt ol ATE ¥F
A AARY =9 7R 29 B AAIsES]
Ouf, TANAE AlAH], 28 2 7 ATA-gol| A A
3 & Sl RS TAFoE EA6HA] gt

=4, 4A8A A A dF 9 59
T JAFQE BAE dAto|tt.  Kearney et
al.(2020) 7|& TS ths d4EA oA &
AAe] AF S JF Fols BlwstSitk Pan et
al.(2025) AlAdSA3} 48 ol A =g o]&sto] ¢
HAPAAS] AJLRIAE ASste 282 AR
o, Liang et al.(2025)2 o5 A A1EE 7[Htoz
TR A W25 Adcte BEE ek
olF = AATAKY] JF S IdFE vA=
UM KRZ AAsI oL, 1&aclo] TAALL FF
o HlXj= FFH 1 Fso] Alad 9 & 9
AoAES B KAIReE olojR= A= B4
SHA] gttt

Al A= dETA A AR Qb/dT A= 4do] &
3t A4Z, Pan et al.(2021)2 FMECA(failure
modes, effects and criticality analysis), FTA 5&
ARSI YATA AA”0 A8 7 A= 4
WS AASHRTE. oY, FMECAS}F FTA 5 58 &
A W 7] AT ] 1S SA0E S 5
As B4 e HE 308 AL ALY,
g 7t AdeAgo] B3t B4 A3E AASHA|
Aottt [FATCAQR024) = o 9234 #49] )
891 A W o= STPA E-8-2 ARM6tglov, 14
el B4 At AXISHA] gton, & H A ofA
STPA ZRAHE X¢o] dF F=Ho= AX=U
(IFATCA, 2025).

AG7HA QATA A A" BAsHe] tofRt A
7F APEQ o, SR 282 qFoE TANKAL Al
AR 8 3 7 429 A5AES BREHeE B
A3 A= AlgHolot. AFIA A|A"R Y] B
7153 A 484 kY] A5Ago] Fasith 2
AT dATA AARS g8 28-S AlojFRE
LalEste] 4984 IF e RREolA AT & =
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B 70 B4e STPAS £ QAT AATL
o AZES HHITA Ause] Aolzet
TAHLAE 7 ATAGE BAsk, AT 450 919
29, QS Aol HE L £4 v AUt

3.0 B Y ¥ He

2 QT FAAQO21)O] AATA A% 28 b
i WAoIA AR B B W shtel ¢
A Alzglo] B vl thaf AHAg A1gs

€ & &4 HIIsIH. o1& v R STPA £4
< FYsP| SRt A ddTt ®, Alage] A
£ o= ol Al

HA, BA tido] e AAES 9 52 1|
Bl LABA AlLEE olgste] s == HY
FUA| AL Aofols, Ao RE ST 2
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= =1 A< (] S 2~ S>3 [e]
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stect

RLs o
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Aol 52 AY-FE-HR-olg= sk ©f
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HOZ olF], S5 283 Ay #d &2 Y]
A ¥} ez 7S 2ot ot 21 B
A2 Aot AT B9 WA AlLleoirt.
AR, B o] AlAH AAolls FAAL, vl
A)E FAAeL FA FAEA 52 23S YAT
A AAF, FATA ), 2FA A 244 2
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Fig. 2. Functional architecture of the remote
tower system (source: EUROCAE, 2023)
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EH(Loss, L& TN H85k= T8I
Abael EARILS] FOE HaE oy, dFE 283t
A A= A9 Hofl, I3 &4 D F57] 24
T2 IFYSHHMOLIT, 2026).

o L-10 AR AN B B
o 120 2719 o BE RE &
o L-3: 7] AR olojd £ Qe T3] FAL

of 2y

Q.

E

sl 8212 ICAO Annex 11, Doc. 4444 ¥ Doc.
98709014 3k 37| B} &= BT VS &
Jrste]  AJHESIHTHICAO, 2007; ICAO, 2018a;
ICAO, 2018b).

2 mslolch B4 M9l mRW ol45Y BFE
9 B A e 2

(hazard, H)}Z 25t

o H-1: H|3 3 P71 7t i B2zt fA =R
U= AME(L-1, L-2, L-3]

« H-2: &F= AE F7I9 2 7] B A=
o] IF2E BA ARt AH

o

[L-1, L-2, L-3]
* H-3: AolE 9 BN 1 S A9 AJH
[L-2, L-3]

¢ H-4 Al 3§19 AF 7 FE Y
A2, 1-3]

7t 2212 BAIst7] flsl AlAglo] &4=3fjoF 5}
= 9Fd A|FZA(safety constraint, SC)& th3} 2+
o] Aojstelrt.

SC-1: ®I 3 F37] ol 28 Aol 8

T 2E7F fFAIEooF 2

[H-1]

© SC-2t BFEE AR 39 IS UE T
= A Zols 8a7EE gFE 2Eoh Hovt

FAI=ofoF gttt [H-2]

© SC-3: AolE B T3V olle 352 WA

& = = EE7h fAIElofoF B

(H-3]

s

* SC-4: ABols U 571t AF ole S&
= AT 5 S 2E7F RAEfoF . [H-4]

4.2 2EA;: Mo+ 2R

A3elM ATt ALE BAE vRes A4
Al gge] B2 282 Fig. 49 @o] Aloj7=22 &
dgoiltt. Alojtze WAL EHTA] AL, H]
B 7N A B AN, 234 A 234 2 I
7] Ao g2 sl WA= Ao A, 2FA
A 24 9 P57 AF EFE 82 Ao
‘Joz A3t

A= dATA| Al2Eo] AlFske B 2R 9
SRR, A" AH FEE TPter FE HR A
Hiot F571-AF2] 921 & olF AHE kit o]
£ 7liter 7SS E3 olF-2E et &
2 B AN FBAE Asct 289t A9 PTZ 71
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YATA ALE2 Bge] dAd FAE F
3 ~AE JYHEE A2 FASRL, ulet AlLF e
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[ Remote Tower System }
Control Action Feedback
« PTZ7102} 35 Als . HOe AE

(a15Pg Raw Gjlo]€)
© AR PRHE stEo] JE)
712 AIX Raw to]E]

2 o

HEA Faks Ao}
= Xg S

S
_ e o=
FLFESA=

Airfield Infrastructure & Sensors
Th-2fal/PTZ 7ide}, 4841 Y], 4E 5

Physical Control Environmental Feedback

© YIRS A A ols
. 517 Wi}

o6 O

OV 28/dES)

oAz e

YRR

Controlled Process }

[ Y52 SBAFAAY A4 L 337 A1)

Fig. 4. Control structure for runway operations
using an RTS
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Table 1. Unsafe control

actions for runway operations using an RTS
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Table 3. Traceability between safety requirements and STPA analysis results
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UCA 1-2

LS 1-2.d

SR-8 H-2/SC-2, H-3/SC-3

UCA 1-1, UCA 2-4

IS 1-1.c-g, LS 2-4.d

SR-9 H-2/SC-2

UCA 1-1

LS 1-1.b

SR-10 H-2/SC-2, H-3/SC-3

UCA 1-1, UCA 2-4

IS 1-1.bg LS 2-4d

H-2/SC-2, H-3/SC-3,

SR-11 H-4/SC-4 UCA 1-1, UCA 3-5 LS 1-1.c~d, LS 3-5.b

SR-12 H-2/SC-2, H-4/SC-4 UCA 1-5 LS 1-5.c

SR-13 H-2/SC-2, H-3/SC-3, UCA 1-1, UCA 1-2, UCA 1-5, | LS 1-l.a~g, LS 1-2.a~d, LS 1-5.a~b,
H-4/SC-4 UCA 2-4 LS 1-5.d, LS 2-4.a~e

SR-14 H-2/SC-2, H-3/SC-3, UCA 1-1, UCA 1-5, UCA 2-4, LS 1-1.g, LS 1-5.c~d, LS 2-4.e,
H-4/SC-4 UCA 3-1, UCA 3-5 LS 3-l.a~b, LS 3-5.a~b
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